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To: Assistant Directors, State Directors, and Center Directors
Attn: State Information Resource Managers

From: Assistant Director, Information Resources Management

Subject: Wildland Fire Program Resource Sharing
Program Area: Bureau of Land Management Information Technology Security Program

Purpose: This Instruction Memorandum (IM) authorizes the use of United States Forest
Service (USFS), an agency of the United States Department of Agriculture (USDA),
Government furnished Equipment (GFE) laptops on Bureau of Land Management (BLM)
owned and managed networks.

Policy/Action: The Information Resource Management (IRM) Directorate has reviewed
the policy and instructions contained in the Department of the Interior (DOI) Office of
the Chief Information Officer (OCIO) Directives 2012-007, 2012-008, Interconnection
Security Agreement (ISA) dated 28 March 2012, and the signed Memorandum of
Understanding (MOU) “Interagency recognition of Security Controls and Credentials.”
The MOU states that DOl and USDA agree to reciprocally accept each Departments
security controls and credentials for the express purpose of sharing resources and
services. The directives further enhance the cooperative management in addressing
credentials for Wildland Fire program support. This policy authorizing resource sharing
and connectivity applies only to Wildland Fire Program organizations and is limited to
the:

DOI Office of the Secretary,
BLM,

Bureau of Indian Affairs (BIA),
National Park Service (NPS),



Fish and Wildlife Service (FWS), and
USDA USFS

The cooperation may be achieved without requiring inter-domain trusts or the merger of
Departmental domains. Each organization has reciprocally agreed to accept each
department’s security controls and credentials for the express purposes of sharing
resources and services.

This IM applies to Wildland Fire Program short term personnel, as defined in DOI OCIO
Directives and DOI Personnel Bulletin (PB) 09-06.

This IM issuance is to satisfy the requirement in OCIO Directive 2012-007 to transmit
guidance in coordination and collaboration with interagency partners as defined in the
OCIO Directive(s) and MOU.

The National Operations Center (NOC) Division of IRM Support Services will identify
and implement required technical configuration changes necessary to implement this
policy subject to this IM.

Timeframe: This IM is effective immediately.

Budget Impact: The costs for all equipment, configuration, administration, and
implementation will be borne by each State, Center, or Office.

Background: Similar initiatives such as Service First, a partnership authority among four
agencies, are serving to directly promote agency interaction and resource sharing for
mission accomplishment and related efficiencies. The BLM actively supports interagency
missions, seeking to fully promote and leverage partner agency relationships.

Manual/Handbook Sections Affected: MS1264, H-1264-1.

Coordination: This IM was coordinated with IRM Directorate’s Divisions of IT Security
(WO590) and Business & Technology Alignment (WO570), as well as the National
Operations Center Division of IRM Support Services (OC300).

Contact: For more information regarding this initiative, please contact Lou Eichenbaum
via email at: Louis_Eichenbaum@blm.gov or by phone (202) 912-7590.
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