

Attachment B
Information Technology (IT) Security Awareness Training
For Non-Federal, Short-Term Emergency Response Personnel

	Select your servicing Department:

· US Department of Agriculture

· US Department of the Interior


	Select your incident assigned agency/bureau Emergency Response Center:
· Bureau of Indian Affairs (BIA)
· Bureau of Land Management (BLM)
· Fish and Wildlife Service (FWS)
· Forest Service (FS)
· National Park Service (NPS)
· Office of the Secretary (OS)




Multiple laws and policies require that the Department have an effective and rigorous Information Technology (IT) security awareness program.  Security is not just about technology; effective information security requires proper management and oversight.  Computer and information security programs cannot be successful without management support and employee cooperation. 

The difference between a secure computer system and one that is vulnerable is significantly affected by the manner in which employees adhere to security policies and measures.  Security awareness is every employee’s responsibility and is integral to the protection of the Department’s IT and data assets.  With decentralization of computer use and management, and increased use of mobile devices, there is an increased potential for unauthorized access, modification, disclosure, and destruction of sensitive data.

Although individuals outside of the organization (hackers, vandals, etc.) pose a threat to Government computers, a significant number of threats come from within the Department.  Although most internal security breaches are unintentional in nature, some are targeted malicious attacks, or in many cases breaches occur due to a lack of education or awareness on the part of employees. 

Computer User Responsibilities
As an authorized user of Federal information systems, you have certain responsibilities when using a government computer.  Any activity conducted on a government system can be monitored.  Each time you log on to a government system, you consent to being monitored.  You should use your computer for government business only. 

In general, users must:
· Protect computer equipment and sensitive information you are authorized to access, including Privacy Act data and Personally Identifiable Information (PII);
· Perform your work activities using your individually assigned user identification (ID) and password;
· Ensure you are appropriately trained on the computer system(s) you access;
· Avoid government computer misuse. Examples of computer misuse include viewing or downloading pornography, gambling on the Internet, conducting private commercial business activities or profit-making ventures, loading personal software, or making unauthorized configuration changes; and
· If issued a mobile device (e.g., laptop, BlackBerry, iPad), keep it secure at all times and out of sight or in a completely secure location when not in use.  
· Users should do their best to protect computer equipment from damage, abuse, theft, and unauthorized use. 
· Keep unauthorized individuals away from your computer equipment and data. 
· Do not throw away or recycle paper documents containing sensitive data; shred them!  Destroy diskettes, CD/DVD-ROMs and other removable media before disposal.  Consult your incident supervisor for proper disposal procedures.  
· Part of physical security includes controlling the inventory of equipment that stores Federal information.  When government laptops are lost or stolen, so is the information that is stored on them.  When you receive government property, you are responsible for that equipment and for taking the necessary precautions to ensure that it doesn't get lost or stolen.  If that property is lost or stolen, immediately notify your incident supervisor and follow Department procedures for reporting the loss.  In addition to reporting the loss of the equipment itself, you must report the loss of the information that was on the equipment, and the significance of that lost information.

By using government office equipment and information systems, employees must understand and consent to the following: 

· Employees have no reasonable expectation of privacy regarding any communications or data transiting or stored on this information system.  At any time, the government may, for any lawful government purpose, monitor, intercept, search and seize any communication or data transiting or stored on this information system. 
· Any communications or data transiting or stored on this information system may be disclosed or used for any lawful government purpose. 
· Employee consent is final and irrevocable.  Employees may not rely on any statements or informal policies purporting to provide them with any expectation of privacy regarding communications on government systems, whether oral or written, by their incident supervisor or any other official, except by the Department Chief Information Officer.

IT Security Incidents
Employees are required to report all IT security incidents to their incident supervisor.   Some examples of IT security incidents are:
· Accessing a computer and gaining control for unauthorized activities;
· Viewing inappropriate web sites; 
· Sending offensive email messages; or
· Planting malicious code such as computer viruses.

Unauthorized access or misuse of Government computer systems may subject violators to criminal or civil penalties, or other adverse action.   Unauthorized or illegal use may subject violators to prosecution.  

Immediately report any suspected security incidents, privacy incidents, security vulnerabilities, loss of equipment or violations to your incident supervisor as soon as possible.  

User ID and Passwords
Employees receive an individual user ID and password that is only to be used by the designated employee.  The user may be prompted to change the password when logging in for the first time.  User IDs and passwords are not to be disclosed or shared with anyone, including IT systems support personnel.  If you believe your assigned user ID and password have been compromised, immediately notify your incident supervisor.  You are responsible for all activity logged under your user ID. 

Passwords are an important defense against intruders.  Users must select strong passwords and protect them carefully. The following list contains the Department’s password policy.  All users using Department computer systems MUST use strong passwords.  Strong passwords have the following characteristics:

Password Policies
· Passwords will be twelve or more characters in length.
· Passwords are required to have at least one upper case and one lower case letter.
· There will be at least one numeric character (0, 1, 2, 3...9) in the password.
· There will be at least one special character (e.g., %, &, #, *, etc.) in the password.
· Passwords are to be changed at required intervals or, at a minimum, every 60 days. 
· When changing your password, at least two characters shall be unique from the previous password.  For example, do not reuse the same password or add a 1,2,3 etc. on the end or beginning (e.g. Secret#01, Secret#02, …).
· Passwords used to access Internet or remote systems shall be different from passwords used to access internal systems and applications.

Passwords will be changed at required intervals or any time you feel the possibility exists that it may have been compromised.  Here are some basic guidelines to follow when creating passwords:
· Do not use personal information (e.g., telephone numbers, names of family members, pets, etc.) or dictionary words in any language for your passwords.
· Do not tape user IDs and passwords to desks, laptops, walls, or terminals, or write them down and store them in list finders, desk drawers, etc.
· Do not store user IDs and passwords in an unsecured computer file. This is especially important for laptop, notebook, and handheld computers since they are easy targets for theft.
· Do not use sequences or repeated characters. "12345678," "222222," "abcdefg," or adjacent letters on your keyboard do not help make secure passwords.

Violation of the password policy can result in cancellation of an account and potentially loss of future access. 

Computer Log Off
Either log off or use a password protected screen saver when you are temporarily away from your workstation. Password protected screen savers shall comply with the password rules listed above.  Users are responsible for all activity logged under their user ID, and can be held accountable for any violations that are traced to their account.   As a best practice, log off your computer at the end of the workday.  

Computer Viruses
At a minimum, computer viruses can be an annoyance; at their worst, they can destroy or steal the data on your computer’s hard drive or network servers.   Although anti-virus software is in use, your best defense is vigilance in the form of common sense.  Never use software or other executable files obtained from the Internet; they may contain hidden viruses. Scan any media (e.g., CDs, DVDs, thumb drives, etc.) received from an outside source prior to accessing the information using any Federal computer.

The most common method of distributing computer viruses today is through email and the Internet. Beware of anything you do not recognize or are not expecting.  Typical messages are worded as:
"For your information..."
"Here is that address you requested..."
"You've got to see this..."

The best way to handle this and any similar message is to delete it.  NEVER OPEN THE ATTACHMENT! 

Employees should keep in mind these simple rules:
· If the sender is someone you know but the message and/or attachment is unexpected or suspicious, call the person to verify they sent it.  
· Don't be tempted by jokes, e-cards, etc., from any source.  Even if you know the sender, you really don't need to see the latest animated cartoon -- not at the risk of losing valuable data, impacting technical support personnel, and causing potential embarrassment to yourself or your department.
· Do not forward suspicious email messages to other users, including outside email addresses.  If the email attachment does contain a virus, sending it on to others will probably succeed in further spreading the virus.
· If you believe your computer has been infected with a virus, please contact your incident supervisor for assistance.

Some Internet sites may also contain viruses and just visiting these sites can infect your computer.  These viruses are commonly distributed through what is known as malicious code -- a small computer program that is downloaded and executed on your computer.  Malicious code can be downloaded by clicking on a link or even running your mouse pointer across an object on the web page.

The best way to avoid viruses on malicious web pages is to avoid visiting unnecessary web sites.  Limiting your browsing to web sites for conducting official business will significantly reduce this risk.  (See the Internet Acceptable Use guidance below for more information).

By following these simple rules, you can help limit the spread of viruses and other malicious code.

Authorized Software
Only approved and authorized licensed software may be installed on Federal computers, and only by IT systems support personnel.  Unauthorized software may conflict with or damage other software or its data, may contain malicious code, or be in violation of copyright laws. It is illegal to make unauthorized copies of copyrighted software.

Peer-to-Peer Access
Peer-to-peer connections are a common avenue for the spread of computer viruses and spyware.  The installation and use of unauthorized peer-to-peer applications can also result in significant vulnerabilities to your Department’s networks, including exposure to unauthorized access of information and compromise of network configurations. 

Users are prohibited from using peer-to-peer (P2P) file sharing.  P2P file sharing poses a threat to IT security.  It allows employees to transfer files between computers without proper security controls.  These programs can be used to distribute inappropriate materials, violate copyright law and put government information at risk. 

Physical Security
Physical security includes protection of the entire facility, from the outside perimeter to the offices inside the building, including all of the information systems and infrastructure.  Employees should: 
· Be aware of their surroundings at all times – ensure only authorized individuals are allowed in areas with restricted access
· Make sure doors remain locked and secured (don’t leave doors propped open)
· Report suspicious activity to your incident supervisor
· Secure your equipment, records and data when you leave the office each day
· Keep official items such as a badges, keys, laptops, mobile phones, documents, CDs, etc. completely secure at all times, and ensure unauthorized personnel do not gain access to them as they may be used to gain access to restricted information or Department areas.  Report the loss or theft of such items to your incident supervisor immediately.

Social Engineering
Social engineering is a hacking technique that relies on human nature.  This approach is used by many hackers to obtain information valuable to accessing a secure system.   Rather than using software to identify security weaknesses, hackers use social engineering to trick an individual into revealing passwords and other information that can be used to compromise your system security.  Hackers use people’s inherent nature to trust other people to learn passwords, logon IDs, server names, operating systems, or other sensitive information. 

Understanding social engineering behaviors will enable you to recognize them and avoid providing important security information to unauthorized sources.  For example, a hacker may attempt to gain system information from an employee by posing as a service technician or system administrator with an urgent access problem. 

Nobody should ever ask you for your passwords.  This includes system administrators and help desk personnel.  If someone says they need your password, they’re lying.  Do not give it to them.  If you suspect someone is using social engineering to gain access to Department information, contact your incident supervisor immediately.
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Improper Use of Government Office Equipment
Attachment B
Unauthorized or improper use of government office equipment may result in disciplinary action, as well as civil and criminal penalties.  The following rules apply when using government office equipment, including computers, printers, telephones, fax machines, etc.:
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· Employees are prohibited from using government office equipment, Internet access, and e-mail for personal uses except as authorized by Department policy.
· Employees are prohibited from using government office equipment for activities that are illegal (e. g., gambling) or that are inappropriate or offensive to co-workers or the public, such as sexually explicit material or remarks that ridicule others on the basis of race, creed, religion, color, sex, disability, age, national origin or sexual orientation.
· Employees are prohibited from using government office equipment at any time for any outside fund-raising activity, endorsing any product or service, participating in any lobbying activity, or engaging in political activities.
· Employees are prohibited from using government office equipment at any time to make purchases for personal commercial gain activity.
· Employees are not authorized to remove government property from the office for personal use.
· Employees are prohibited from using government-provided access to the Internet to present their personal views in a way that would lead the public to interpret it as an official government position. This includes posting to external news groups, blogs, or other public forums. 
· Employees are prohibited at any time from using the Internet as a radio or music player.  Such live stream use of the Internet could impact network performance and significantly slow communications, inhibiting employees from conducting official business. 
· Employees are prohibited at any time from using “push” technology on the Internet or other continuous data streams, unless they are directly associated with the employee’s job.  Push technology from the Internet means daily, hourly or continuous updates via the Internet; e.g., news, stock quotes, weather, and similar information. Continuous data streams could degrade the performance of the entire network.

Internet Acceptable Use         
It is the policy of the Department to allow and encourage the use of Internet services to support the accomplishment of the various missions of the Department.  Users of the Internet must be aware of the following policies regarding the content and management of Internet data and information.
· Federal Government telecommunication systems and equipment (including Government owned telephones, facsimile machines, electronic mail, interact systems (Internet), and commercial systems (when use is paid for by the Federal Government) shall be for official use and authorized purposes. 
· Authorized Internet use may include limited personal use, with incident supervisor approval, and it is determined that such use: 
· Does not adversely affect the performance of official duties by the employee or the employee’s organization; 
· Is of reasonable duration and frequency, and whenever possible, made during the employee’s personal time such as after duty hours or lunch periods; 
· Serves a legitimate public interest (such as educating the employee on the use of the technology, enhancing the professional skills of the employee, job searching in response to Federal Government downsizing); 
· Does not use Federal Government systems for activities that would reflect adversely on the Department or the agency/bureau, such as uses involving pornography, playing on-line games, conducting personal commercial activities, distributing chain letters, unofficial advertising, lobbying or active political activity, violations of statute or regulation, or other uses that are incompatible with public service; 
· Does not overburden Department telecommunications (as may be the case with large broadcasts and group mailings), and create no significant additional cost to the Department; and
· Does not compromise the security of any Government host computer.

Sensitive and Privacy Act Data  
Sensitive information is defined as:
Any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of federal programs, or the privacy to which individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy. [15 USC Sec. 278-g3].

Examples of sensitive data include Privacy Act data and personally identifiable information (PII) pertaining to an individual (e.g., social security numbers, date of birth, credit card number, home addresses, etc.), pending contract-related information, certain financial records, and other information that if disclosed could be detrimental to an employee’s privacy or the Department’s mission.  Sensitive data must not be stored on your computer’s local hard drive unless it is encrypted.  Sensitive data must only be stored on government issued removable media (CD/DVD-ROMs, thumb drives, etc.); shall be encrypted requiring a strong password for decryption; and locked away in a secure location when not in use.   Non-government furnished equipment or storage media shall not be connected to the Department’s network or used to transmit information in any way.

When disposing of removable media containing sensitive data, the data must be overwritten using authorized tools or the media must be physically destroyed before discarding.  Simply erasing files is not enough because erased files can be easily retrieved.  Consult your incident supervisor for proper disposal procedures for removable media.

Sensitive data will only be transmitted to or stored on Department controlled equipment or incident supervisor approved locations.  Sensitive data shall be encrypted when transmitting to authorized locations.  Consult your incident supervisor if you have any questions about what is an authorized or unauthorized location, or how to protect sensitive data.

Employees must understand the following responsibilities to maintain the confidentiality of Privacy Act data and to protect sensitive data:
· Use privacy sensitive information only for the purpose it was collected.
· Disclose sensitive or privacy information only to authorized personnel on a “need to know” basis.
· Limit access to sensitive/privacy information.
· Do not send any sensitive/privacy information to any internet site or personal email address.  Doing so violates Departmental policy as information transferred outside of the Department network may not be encrypted or secure.  Contact your incident supervisor for approval prior to transmitting sensitive/privacy information to a non-government furnished system or account.
· Contact your respective agency/bureau Privacy Officer if you have any questions regarding the management of privacy sensitive information.
· If you receive an e-mail that contains privacy information that does not belong to you in the subject, body or attachment(s) of the message, DO NOT forward it to anyone.  Contact your incident supervisor for further guidance.
· Immediately report any suspected loss or compromise of privacy information to your incident supervisor.   The Department must report suspected privacy information  breaches to U.S. CERT within 1 hour of discovery.

Records Management
The Department has a legal requirement to protect the information it collects and maintains on employees and the public, to preserve and manage the Federal records in its custody, and promote transparency in our government operations.   It takes both management support and employee cooperation for the Department to successfully meet its information management obligations.   Failure to follow these requirements may lead to disciplinary action up to and potentially including removal, and could also be the basis for lawsuits and civil or criminal penalties; therefore it is of the utmost importance that all employees understand their information management responsibilities.
· Recognize the importance of Department records.   A record is any item, in any physical form (paper, email, electronic file, CD, voice clip, video clip, social media, etc.) that advances or represents Department work.  All information in any form (email, paper, electronic files, photographs, etc.) that record Department functions, decisions and actions taken as part of your work at the Department should be saved.
· Department records are the property of the Federal government, not the property of individual employees, and cannot be used except as explicitly authorized in writing by the Department and must not be removed from the custody and control of the Department upon the employee’s departure. 
· Ensure the appropriate levels of safeguards are implemented to protect records in your possession, especially records that contain sensitive information and do not destroy or alter existing records without explicit authorization from your incident supervisor.
· Preserve all records associated with a preservation or litigation hold.  Your incident supervisor will identify any categories of such records and provide additional guidance.
· Do not release any Department records.  Refer all requests for information or records to your incident supervisor for follow up action with their respective agency/bureau FOIA Officer.
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